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ABSTRACT 


Energy  saving  is  an  important  issue  in  th 
provided  by  the  information  and  communfSpPion  t 
emissions  reductions.  The  synergy  of  ICTjufiLa  resident! 


Ecological  and  smart  home  netwo^ 
in  the  domain  of  health  care,  secu 
sumption,  but  they  should  also  e 
people,  high  level  entertainment, 
latest  addition  to  a  family  of  ideas 
an  overview  of  the  smaiLhome  con 


^creasing  en^^pprices.  Products  and  services 
^gy  (ICT)  can  support  energy  efficiency  and 
^^fives  rise  to  the  smart  home  environment. 
Tions  should  i^^Wy  improve  the  peoples  life  satisfaction 
Protection,  and  efficienWnanagement  of  energy  and  resource  con- 
life  through  easy  communication  with  community 
n  and  so  on.  A  smart  home  in  the  smart  grid  is  the 
n  to  the  ICT  usage  in  the  home.  This  paper  presents 
allenges  that  ICT  faces  in  that  environment. 

©  2011  Elsevier  Ltd.  All  rights  reserved. 
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Main  :  r  gy^isehold  are  electricity,  water,  nat¬ 
ural  gas,  a  small  portion  of  each  in  the 

residential  spa^^fcdd  have  a  significant  impact  on  reducing  costs, 
energy  consumptS^fc^l  impact  on  the  environment. 

Domestic  energ^l^  is  commonly  invisible  to  the  user.  Peo¬ 
ple  have  only  a  vague  idea  of  how  much  energy  they  are  using 
for  different  purposes  and  what  sort  of  difference  they  could 
make  by  changing  day-to-day  behavior  or  investing  in  efficiency 
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measures.  Key  issues  are  for  instance  the  lack  of  real  time  infor¬ 
mation  around  consumption  and  the  influence  of  energy  use 
information  on  energy-saving  behavior.  Hence  the  importance  of 
energy  feedback  lies  mainly  in  making  energy  more  visible  and 
more  amenable  to  understand  and  control. 

The  idea  of  a  smart  home  seems  like  something  from  Hollywood. 
Indeed,  a  1 999  movie  Smart  House  presents  the  comical  antics  of  an 
American  family  that  wins  a  “house  of  the  future”,  complete  with 
an  android  maid  who  wreaks  havoc.  Other  films  show  a  science 
fiction  vision  of  smart  home  technology  that,  for  the  most  part, 
seems  rather  improbable.  However,  smart  home  technology  is  real 
and  is  becoming  increasingly  sophisticated. 

Today  our  homes  already  contain  many  kinds  of  electronic 
devices  that  we  use  every  day,  usually  without  even  noticing  that 
there  is  a  computer  or  an  electronic  system  inside  it  perform¬ 
ing  measurements,  calculations  and  adjustments.  Thus  ordinary 
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everyday  objects  have  great  potential  that  is  currently  just 
beginning  to  emerge.  As  these  (often  computer-based)  powerful 
information  and  communications  technology  (ICT)  systems  pen¬ 
etrate  our  lives,  their  effective  and  dependable  configuration  and 
integration  becomes  more  challenging. 

The  smart  home  of  the  future  will  be  able  to  collaborate  with 
numerous  external  entities,  let  it  be  alternative  energy  resources, 
marketplaces,  enterprises,  energy  providers,  etc.  The  de  facto  stan¬ 
dard  for  high-level  communication  today  is  via  (web)  services, 
which  allows  for  flexible  functionality  integration  without  reveal¬ 
ing  details  for  the  implementation.  Therefore  the  heterogeneity  is 
hidden,  while  a  common  service  based  interaction  is  empowering 
the  creation  of  sophisticated  applications. 

The  remainder  of  this  paper  is  organized  as  follows.  Section 
2  introduces  the  relevant  terminology  and  Section  3  presents  a 
system  view  of  the  smart  home.  Section  4  details  the  design  and 
developmental  issues  of  the  ICT  in  building  smart  homes.  Finally, 
Section  5  summarizes  future  trends  of  the  ICT  in  the  smart  home 
environment. 


2.  Terminology 

The  smart  home  concept  is  a  melting  pot  of  different  technologi¬ 
cal  trends  because  a  variety  of  engineering  platforms  and  ICT  design 
paradigms  are  currently  used  in  the  development  of  smart  homes. 
Moreover,  the  concept  itself  is  relatively  new,  hence  the  relevant 
terminology  is  not  yet  settled  down.  This  section  tries  to  rectify  this 
and  thus  specifies  understood  meaning  of  the  most  common  terms 
used  in  the  context  of  smart  home. 

Actuators  are  output  devices  that  respond  to  processe 
mation  by  altering  the  environment  via  electronic  or  mec 
means.  For  example,  air  temperature  control  is  often  done 
actuators.  However  the  term  can  also  refer  to  device^which  deM 
information,  rather  than  altering  the  environmejj^^^^-311''  ' 
Agents  are  sophisticated  computer  j A 
autonomously  on  behalf  of  their  users, 
tributed  environments,  to  solve  a  gro 
problems.  Increasingly,  however,  a 
agents  that  can  work  together 
Ambient  intelligence  is  a  m 
a  variety  of  computer  scienceafi^engi 
computing  fields,  the  firs^^ws  ubiquity 
ing  whose  major  contriJj^Bm  is  tj^e  develop 

ate: 


e  data  trans- 
e  telephony, 


ary  area 
fields 


mbraces 
he  several 
ervasive  comput- 
f  various  ad  hoc 
highly  portable  and  numerous, 
TThe  sjicond  key  area  is  intelligent 
Oes  lea  ig  algorithms  and  pattern 
d  J^Bnage  translators,  and  gesture 
nt.  A  third  element  is  context 
pwolem  lets  us  track  and  position 
ent  objects’  interactions  with  their 
ally,  arTTfPpreciation  of  the  social  interactions  of 
ents  is  essential. 


networking  capabili 
very-low-cost  comp 
systems  researd^vhi 
matchers,  sn|R^RDgni 
classificafi  ,md  ^Ration  a’ 
awareq^Rreseaj^FoiL  this 
objects 
environ  me 
objects  in  en 

Appliance  is^^^Ee  of  equipment  (tool  or  device)  designed  for 
a  particular  practioil  use  or  function. 

Artificial  intelligence  (AI)  is  a  subfield  of  computer  science 
concerned  with  the  concepts  and  methods  of  symbolic  inference 
by  computer  and  symbolic  knowledge  representation  for  use  in 
making  inferences.  From  the  perspective  of  intelligence,  AI  can  be 
seen  as  an  attempt  to  model  aspects  of  human  thought  on  comput¬ 
ers.  From  a  research  perspective,  AI  is  the  study  “of  how  to  make 
computers  do  things  which,  at  the  moment,  people  do  better”  [1  ]. 

Artificial  Neural  Network  (ANN)  is  an  attempt  to  simulate 
the  brain.  The  neural  network  theory  revolves  around  the  idea 
that  certain  key  properties  of  biological  neurons  can  be  extracted 
and  applied  to  simulations,  thus  creating  a  simulated  (and  very 


much  simplified)  brain.  The  first  important  thing  to  understand 
then  is  that  the  components  of  an  artificial  neural  network  are 
an  attempt  to  recreate  the  computing  potential  of  the  brain.  The 
second  important  thing  to  understand,  however,  is  that  no  one 
has  ever  claimed  to  simulate  anything  as  complex  as  an  actual 
brain.Building  Information  Model  (BIM)  is  a  digital  representa¬ 
tion  of  physical  and  functional  characteristics  of  a  facility.  As  such 
it  serves  as  a  shared  knowledge  resource  for  information  about  a 
facility  forming  a  reliable  basis  for  decisions  during  its  life-cycle 
from  inception  onward.Case-Based  Reasoning  (CBR)  is  the  act  of 
using  old  experiences  to  understand  and  solve  new  problems.  CBR 
favors  learning  from  experience,  since  it  i^isually  easier  to  learn  by 
retaining  a  concrete  problem  solving  an  to  generalize 

from  it. 

Communication  technology 

mission  and  network  technolo^ 
radio  broadcast,  wired  &  v^^Rs  dad 

Connectivity  is,  in  dj^^rost  general  ability  to  con¬ 

nect  systems  or  appl^^Bn  pm|Hms.  Ide^^rthese  connections 
are  established  man^changes  to  the  applica¬ 

tions  or  the  s^^Rs  oi^^^ch  thej^Ki.  For  example,  device 
can  use  mul||^Rietworks^^koj^pR  to  the  Internet  or  other 
devices,  aji^B^^^^eamlessl^^Hnge  over  to  another  network 
if  the  pre^Kis  nt  *k  becomesunavailable  or  a  more  suitable 
netw^^jecomes  a^^^e.  Gateways  and  converter  modules  can 
be^R^o  connect  ar^Rbmpatible  device  to  another  network 
\  but  ultimately  it  is  applications  and  their  interoperability 
Lt  determin^B)w  compatible  systems  are  connected  with  each 

e  systems  are  systems  that  can  adapt  their  behav¬ 
ior  the  context  of  their  use.  Such  systems  are  a 

ponent  of  a  ubiquitous  computing  or  pervasive  computing 
^^uaaent.  Three  important  aspects  of  context  are:  (1)  where 
oi^^;  (2)  who  you  are  with;  and  (3)  what  resources  are  nearby. 
Data  mining  is  the  process  of  analyzing  data  from  different 
perspectives  and  summarizing  it  into  useful  information. 

Equipment  refers  to  not  only  the  “end-user-devices”  (com¬ 
puters  &  peripherals,  digital  data  recorder-storage-player  devices, 
modems,  phones  and  multimedia  mobiles,  fax  machines,  set-top 
boxes  and  TV  &  peripherals),  but  as  well  to  the  “infrastructure”  that 
consist  of  both  hardware  and  software  elements  (server  and  data 
centers,  wired  core  telecom  networks,  cellular  phone  networks, 
Wireless  Local  Area  Networks,  Radio/TV  broadcast  equipment  and 
micro  systems). 

Future  Internet  (FI)  is  holistic  communication  and  information 
exchange  ecosystem,  which  will  interface,  interconnect,  integrate 
and  expand  today’s  Internet,  public  and  private  intranets  and  net¬ 
works  of  any  type  and  scale,  in  order  to  efficiently,  transparently, 
interactively,  flexibly,  timely,  and  securely  provide  services  (includ¬ 
ing  essential  and  critical  services)  to  humans  and  systems,  while 
still  allowing  for  tussles  among  the  various  stakeholders  without 
restricting  considerably  their  choices. 

Human-Computer  Interaction  (HCI)  is  the  study  of  how  people 
interact  with  computers  and  to  what  extent  computers  are  or  are 
not  developed  for  successful  interaction  with  human  beings.  One 
important  HCI  factor  is  that  different  users  form  different  concep¬ 
tions  or  mental  models  about  their  interactions  and  have  different 
ways  of  learning  and  keeping  knowledge  and  skills  (different  “cog¬ 
nitive  styles”  as  in,  for  example,  “left-brained”  and  “right-brained” 
people).  In  addition,  cultural  and  national  differences  play  a  part. 

Information  technology  encompasses  all  aspects  of  computer- 
related  systems,  be  it  the  computer  hardware,  software,  data, 
programming,  multimedia,  networks,  and  so  on.  Information  tech¬ 
nology  is  now  a  global  industry,  a  college  degree,  a  field  of  study, 
a  professional  occupation,  and  used  on  a  daily  basis  by  millions  of 
people. 
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Internet  of  Energy  (IoE)  is  a  dynamic  network  infrastructure 
that  interconnects  the  energy  network  with  the  Internet  allow¬ 
ing  units  of  energy  (locally  generated,  stored,  and  forwarded) 
to  be  dispatched  when  and  where  it  is  needed.  The  related 
information/data  will  follow  the  energy  flows  thus  implement¬ 
ing  the  necessary  information  exchange  together  with  the  energy 
transfer. 

Internet  of  Media  (IoM)  is  a  network  infrastructure  that 
addresses  the  challenges  in  scalable  video  coding  and  3D  video  pro¬ 
cessing,  dynamically  adapted  to  the  network  conditions.  The  IoM 
will  give  rise  to  innovative  applications  such  as  massive  multiplayer 
mobile  games  and  digital  cinema,  and  in  virtual  worlds  it  will  place 
new  types  of  traffic  demands  on  mobile  network  architectures. 

Internet  of  People  (IoP)  is  a  network  infrastructure  that 
interconnects  growing  population  of  users  while  promoting  their 
continuous  empowerment,  preserving  their  control  over  their 
online  activities  and  sustaining  free  exchanges  of  ideas.  The  IoP  also 
provides  means  to  facilitate  everyday  life  of  people,  communities, 
organizations,  allowing  at  the  same  time  the  creation  of  any  type  of 
business  and  breaking  the  barriers  between  information  producer 
and  information  consumer. 

Internet  of  Services  (IoS)  is  a  software  based  component  that 
is  delivered  via  different  networks  and  Internet.  Research  on  SOA, 
Web/enterprise  3.0/X.0,  enterprise  interoperability,  service  Web, 
grid  services  and  semantic  Web  will  address  important  bits  of  the 
IoS  puzzle,  while  improving  cooperation  between  service  providers 
and  consumers. 

Internet  of  Things  (IoT)  is  an  integrated  part  of  Future  Internet 
including  existing  and  evolving  Internet  and  network  develop¬ 
ments.  It  could  be  conceptually  defined  as  a  dynamic  global 
network  infrastructure  with  self  configuring  capabilities  base 
standard  and  interoperable  communication  protocols  where  p 
ical  and  virtual  “things”  have  identities,  physical  attributes,  a 
virtual  personalities,  use  intelligent  interfaces,  and  are  .seamless 
integrated  into  the  information  network 

Knowledge  Base  (KB)  is  a  centralized  reposj  rma- 

tion:  a  public  library,  a  database  of  related 
particular  subject.  It  is  not  a  static  collect^ 
a  dynamic  resource  that  may  itself  1 
part  of  an  artificial  intelligence  (AI)  e^^^system 

Multi- Agent  System  (MAS)  is  a 
ware  agents  that  interact  to  sq^v 
individual  capacities  or  kno 

Pervasive  computing  \ 
people’s  lives  and  envi 
availability  of  micropro 
ities.  Pervasive  computiri 


pie. 
f  soft- 
1  the 

of  each  solver 

creasing  integra^kof  the  ICT  into 
ents,^^de  possiblemy  the  growing 
sj^Brouilt-jjacommunications  facil- 
es  thn^Ponverging  areas  of  the 
UQ^BTons  (“connectivity”)  and 


ICT:  computinj^H^Mes” 

“user  interf _ 

Process  are  ete^Ky^iccornPlFer  components  that  interpret 
and  analyzl^^k^^BP^^^_ 

Seamless^^^King  is  Concept  that  implies  that  computers 
and  networks  v^^M^ether  without  difficulty  and  can  offer  users 
the  optimum  servi^^ky where  and  anytime. 

Sensors  are  inputuevices  that  detect  environmental  changes, 
user  behaviors,  human  commands,  etc. 

Services  are  the  final  product  of  ICT  including  the  respec¬ 
tive  hardware,  software,  and  individual  media  contents.  The  ICT 
services  provided  through  the  utilization  of  computers  and  net¬ 
works  form  the  basis  for  dematerialization  of  processes  and 
objects.  ICT  services  can  be  defined  as  computer  based  (data  and 
media-processing,  computer-aided  design  (CAD)  and  computer 
simulations),  telecom-based  (tele-working,  shopping  &  conferenc¬ 
ing),  internet-based  (e-business,  ecommerce,  e-government  and 
e-learning),  and  GPS-based  (navigation,  traffic  control,  security 
and  rescue  systems ). Service-Oriented  Architecture  (SOA)  is  the 


art  home  environment. 

structure  supporting  communications  between  ser- 

>e  of  electrical  grid  which  attempts  to  predict 
[pond  to  the  behavior  and  actions  of  all  elec- 
'onnected  to  it  (suppliers,  consumers  and  those 
Tn  order  to  efficiently  deliver  reliable,  economic,  and 
hk  electricity  services.  Refers  to  the  application  of  digi- 
re^^rology  to  the  electric  power  sector  to  improve  reliability, 
*bduce  cost,  increase  efficiency,  and  enable  new  components  and 
ipplications. 

Smart  home  is  a  residence  that  has  appliances,  lighting,  heat¬ 
ing,  air  conditioning,  TVs,  computers,  entertainment  audio  &  video 
systems,  security,  and  camera  systems  that  are  capable  of  commu¬ 
nicating  with  one  another  and  can  be  controlled  remotely  by  a  time 
schedule,  from  any  room  in  the  home,  as  well  as  remotely  from  any 
location  in  the  world  by  phone  or  internet. 

Smart  meters  are  innovative  and  advanced  utility  meter  that 
record  a  business  or  consumers  energy,  water  or  gas  usage  in  real 
time  and  in  greater  detail  than  current  conventional  meters. 

Smart  objects  are  objects  that  are  designed  to  tailor  their 
responses  to  their  virtual  environment,  providing  a  “sense-and- 
control  loop”  that  works  to  optimize  resources,  productivity,  and 
quality. 

User  interfaces  represent  the  point  of  contact  between  the  ICT 
and  human  users. 

Web  services  are  small  units  of  code  designed  to  handle  a  lim¬ 
ited  set  of  tasks.  They  use  the  standard  web  protocols  HTTP,  XML, 
SOAP,  WSDL,  and  UDDI 

3.  Smart  home  -  a  system  view 

A  smart  home  is  best  viewed  as  a  system  with  interaction  with 
its  surrounding.  A  system  in  general  is  a  collection  of  functional 
components  performing  in  interaction  to  achieve  an  objective  or 
to  perform  a  task  within  defined  boundaries.  Every  system  is  inter¬ 
faced  with  its  surrounding  environment,  and  in  this  paper  the  term 
environment  refers  to  a  natural  and  technological  surrounding  of  a 
smart  home  (Fig.  1). 

In  order  to  establish  the  technology  requirements  that  are 
needed  for  a  smart  home,  a  boundary  that  defines  what  a  smart 
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home  is  must  first  be  established.  For  the  purposes  of  this  paper, 
a  smart  home  shall  be  identified  as  an  environment  (be  it  a  house, 
apartment,  or  living  space)  where  specific  appliances  within  the 
environment  become  networked  smart  objects  due  to  integrated 
processors  and  sensors.  These  appliances  typically  affect  classic 
building  services  (heating,  ventilation,  cooling,  safety,  and  lighting) 
as  well  as  information,  communication,  and  entertainment  devices 
(PC,  phone,  TV,  etc.).  This  definition  can  also  be  extended  to  include 
a  wider  ranging  vision  where  conventional  devices  such  as  furnish¬ 
ings,  medicine  cabinets,  mirrors,  windows,  doors  and  carpets  can 
also  be  made  smart  and  incorporated  as  functional  pieces  of  a  smart 
home  environment. 

System  is  always  in  dynamic  interaction  with  its  surrounding, 
determined  by  a  constant  flow  of  resources  into  the  systems,  and 
flow  of  system  outputs,  intended  and  incidental,  out  into  the  envi¬ 
ronment. 

The  primary  function  of  the  smart  home  is  to  adapt  automat¬ 
ically  to  the  needs  of  the  residents  and  how  they  go  about  their 
daily  routines.  The  system  would  be  used  to  provide  the  resident 
with  greater  convenience  and  safety,  and  result  in  energy  conser¬ 
vation.  Additionally,  western  world  is  seeing  an  increasingly  ageing 
population,  and  such  pervasive  environments  are  seeing  growing 
interest  due  to  the  need  to  enable  elder  care  and  by  extension 
provide  care  for  disabled  individuals. 

The  most  common  concept  of  space  in  current  dwellings  is  its 
categorization  by  functions,  such  as  sleeping  rooms,  bathroom  and 
living  room  [2]  that  can  be  traced  to  the  “form  follows  function” 
design  philosophy  by  American  architect  Louis  Sullivan’s  estab¬ 
lished  more  than  a  century  ago.  But  due  to  the  changes  in  people’s 
preferences  and  needs,  the  concept  of  space  for  houses  in  the  jiear 
future  might  have  to  be  reconsidered.  In  the  future,  peo 
execute  an  increasing  amount  of  their  everyday  activities 
around  the  dwelling.  The  border  between  homework  and  p 
sional  work  will  loosen  up  [3].  A  greater  number  o^ctivities^ 
also  be  supported  by  different  kinds  of  Ambient 
in  the  information  society  is  becoming  more^fcPple 
understood  as  three  spaces  integrated  into^^^con 
environment  where  Virtual  Space  (VSVan 
Space  (Aml-S)  is  combined  with  Phys^Bppac^^^K]. 

The  smart  home  environment  i^^Hy  characra^Brtby  hetero¬ 
geneity  with  many  systems  tha^^R^Binteroperara^B^  perform 
their  tasks  efficiently.  With  rafl^ro^^RLservices, Implications 
and  devices  in  smart  hom|^Bqronmenb^®toteroperability  fac¬ 
tor  seems  still  elusive^^Bris  due  to  the  of  smart  home 

as  distributed  archita^Re  th^^Beds  certairraegree  of  interop¬ 
erability  and  intero^^fcon^Hmanag^g  heterogeneous  systems 
comprising  of  differen^H^Pms. 

These  hej^f^^^msli^Hris^^^leveloped  in  isolation  and 
consist  o^^Ben^^ratin^^B^^s,  different  programming  plat¬ 
form  ao^Wteren|^Py)fservi^R!  There  is  need  for  a  mechanism 
that  coil^R|j^fl^^^^Rpneous  systems  “talk”  to  each  other 
and  interop^^^in  anefrcient  manner  regardless  of  operating 
platform.  Coi^^^^wareness  is  emphasized  in  order  to  provide 
automatic  serviS^Ra  smart  home,  but  it  is  used  more  generally  to 
include  nearby  people,  devices,  lighting,  noise  level,  network  avail¬ 
ability,  and  even  the  social  situation;  e.g.,  whether  you  are  with 
your  family  or  a  friend  from  school. 

If  the  home  system  wants  to  dynamically  adapt  its  behaviors 
according  to  the  user’s  activities  and  environments,  awareness 
of  the  user’s  and  device-related  activities  and  environment  are 
required. 

3.2.  Identification ,  data  collection  and  communication 

Research  in  Ambient  Intelligence  (Ami)  focuses  specifically  on 
users  and  on  how  they  relate  to  the  surrounding  environment; 


:ement  learn- 
fghting  settings, 


namely  Ami  systems  attempt  to  sense  the  users’  state,  antici¬ 
pate  their  needs  and  adapt  the  environment  to  their  preferences 
[5].  Such  systems  usually  rely  on  specific  hardware  in  order  to 
gather  information  about  the  environment  state;  such  data  may 
for  instance  be  collected  via  pervasively  deployed  wireless  sensor 
nodes,  i.e.  small  devices  equipped  with  sensors,  a  processor  and  a 
transceiver  unit. 

Such  collected  data  might  be  profitably  used  to  identify  and 
profile  user  habits.  In  this  context,  data  mining  techniques  allow 
for  an  intelligent  analysis  of  environmental  data  in  order  to  detect 
behavior  patterns  and  classify  them  into  profiles.  Careful  process¬ 
ing  of  sensory  data  may  be  used  to  infer  desmntive  models  showing 
the  relationships  of  interest  between  a^H^^Botal  variables  and 
the  user,  while  predictive  models  ra^PprovJ^^^Re  inference  on 
future  behavior  of  users  populatii^^t  consideil^Rivironment. 

User  profiling  application^!  A^^^^e  target^Benvironment 
personalization  as  for  instaj|^R  rei 

ing  algorithm  is  used  to J^^^ref^Ked 

adaptable  to  preferej^^Bnan^^BRer  prd^^^  can  also  be  used 
to  detect  significan^cnl^^k^Bfident^^havior  preserving  their 
safety.  Other  apo[^BionsT^^B  perso^Kation  of  building  energy 
and  comfort j^Wgement  s>  y  .  Data  collected  by  wireless 
sensor  are^fli^Rreate  pron^^^mie  inhabitants,  and  a  predic¬ 
tion  algo^mi  o\Wm  "he  automatic  setting  of  system  parameters 
in  onifl^Loptimize^^MLv  consumption. 

essary  to  mn^Rpliances  energy  consumption  profiles 
der  to  identify  in  real  time  the  abnormal  situations  where 
liance’s  er  y  consumption  behavior  is  not  compatible  with 
own  ene^Bconsumption  profile  patterns. 

sv^^K  use  the  dependency  relationships  that  exist 
beft^^^^Pmis  energy  consumption  activities.  Such  depen- 
cy  relationships  are  used  to  provide  intelligent  and  proactive 

feggestion  on  the  effect  of  energy  consumption  activities 
ited  activities  [8]. 

There  are  some  internal  relationships  that  exist  between  inter¬ 
nal  environment  and  appliances,  for  example  relationship  between 
fridge  energy  consumption  and  ambient  temperature  and  also 
between  fridge  energy  consumption  and  cooking  activity  if  fridge 
and  cooker  are  in  same  kitchen. 

The  dependencies  between  appliances  and  internal  home  envi¬ 
ronments  are  internal  dependencies  and  the  dependencies  that 
exist  between  appliances  and  external  environment  are  known 
as  external  dependencies.  Such  dependencies  include  relationship 
between  weather  conditions  and  activities  of  appliances  such  as 
heating  appliances  activities  and  washing  activities,  etc. 

The  context  sensitivity  information  enabled  by  such  depen¬ 
dency  relationships  allows  the  system  to  take  various  relationships 
into  account  that  may  exist  between  energy  consumption  activities 
and  provide  intelligent  advice  to  household. 

The  amount  of  the  data  generated  by  the  sensors  is  growing 
rapidly.  To  extract  meaningful  information  from  the  database  is  a 
very  resource-consuming  task.  In  order  to  reduce  response  time 
and  satisfy  the  users’  queries,  the  raw  data  need  to  be  prepro¬ 
cessed  and  analyzed,  so  the  system  needs  to  convert  these  data  into 
meaningful  information  and  store  them  in  a  collection  of  analytic 
databases. 

The  analytic  data  can  be  aggregated  into  high  or  abstract  level 
information  about  energy  usage  such  as  type  of  appliances,  region 
of  households,  period  of  time  and  etc.  The  information  can  be  drilled 
down  to  high  resolution  energy  usage  data. 

The  basic  function  of  the  users  and  appliances  profiles  is  the 
characterization  of  users’  behavior  so  that  some  settings  of  the 
energy  management  system  can  be  made  automatically. 

Most  energy  usage  of  buildings  throughout  their  life  cycle  is 
during  the  operational  stage.  The  decisions  made  in  the  conception 
and  design  stages  of  new  buildings,  as  well  as  in  renovation  stages 
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of  existing  buildings,  influence  about  80%  of  the  total  life  cycle 
energy  consumption.  Thermal  properties  of  a  building  are  gener¬ 
ally  unknown  to  the  occupant  of  a  residential  home.  Information 
already  collected  in  the  architecture,  engineering  and  construc¬ 
tion  industry  is  often  not  considered  and  is  neglected  as  soon 
as  the  project  is  finished.  Reusing  this  knowledge  to  optimize 
energy  consumption  seems  natural,  as  nowadays  the  information 
is  often  already  available  in  a  structured  form  as  building  informa¬ 
tion  model  (BIM).  The  more  knowledge  is  available  about  building 
properties  of  the  smart  home,  the  better  the  system  can  act  as  an 
autonomous  caretaker  in  order  to  create  an  environmental-friendly 
and  comfortable  ambience.  Therefore,  the  transformation  of  infor¬ 
mation  from  a  building  information  model  to  a  more  intelligent 
knowledge  base  is  necessary  as  foundation  of  a  sophisticated  sys¬ 
tem  [9]. 

In  existing  electricity  infrastructure  we  are  witnessing  a  typical 
centralized  approach  where  few  powerful  central  stations  broad¬ 
cast  energy  to  the  different  consumers.  However  in  order  to  tackle 
the  ever  rising  need  for  energy  and  comply  with  social  and  eco¬ 
nomic  demands  of  our  times,  we  must  move  towards  increasing 
the  usage  of  alternative  energy  resources  which  are  smaller  and 
decentralized.  This  leads  to  a  very  dynamic  future  energy  network, 
where  electricity  will  be  produced  in  a  distributed  way,  where  cus¬ 
tomers  will  be  not  only  consumers  but  also  producers  (hence  they 
are  called  prosumers),  and  where  bidirectional  interaction  between 
producers,  consumers  and  other  entities  will  be  possible  [10]. 

The  emerging  Internet  of  Energy  [11],  and  more  specifically  its 
core  entity  i.e.  the  smart  grid,  is  a  highly  dynamic  complex  ecosys¬ 
tem  of  energy  production  and  consumption  parties  that  heavily 
uses  ICT  in  order  to  be  more  efficient  compared  to  its  current  tra¬ 
ditional  operation.  Additionally  the  smart  grid  enables  the  ere; 
of  new  innovative  services  based  on  bidirectional  interaction 
stakeholders. 

Due  to  developments  in  the  embedded  systems,  the  enerj 


consuming/producing  devices  will  be  no  more 
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4.  ICT  issues  in  the  smart  ho 
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4.2.  Technological  and  social  issues 

In  the  IoT,  “smart  things/objects”  are  expected  to  become  active 
participants  in  business,  information  and  social  processes  where 
they  are  enabled  to  interact  and  communicate  among  them-selves 
and  with  the  environment  by  exchanging  data  and  information 
“sensed”  about  the  environment,  while  reacting  autonomously  to 
the  “real/physical  world”  events  and  influencing  it  by  running  pro¬ 
cesses  that  trigger  actions  and  create  services  with  or  without  direct 
human  intervention. 


Services  will  be  able  to  interact  with  these  “smart 
things/objects”  using  standard  interfaces  that  will  provide 
the  necessary  link  via  the  Internet,  to  query  and  change  their  state 
and  retrieve  any  information  associated  with  them,  taking  into 
account  security  and  privacy  issues. 

The  vision  of  what  exactly  the  Internet  of  Things  will  be,  and 
what  will  be  its  final  architecture,  is  still  diverging.  Some  of  the 
issues  involved  are  given  below. 

The  space  in  which  a  smart  environment  is  set  up  naturally  plays 
an  important  role  in  the  design  process.  In  the  case  of  a  home  a 
major  obstacle  is  the  way  in  which  people  regard  their  homes;  the 
home  is  usually  considered  a  very  persona^nvironment,  almost 
sacred,  where  any  intrusion  or  modificaJf^^^^fckbe  considered 
unacceptable. 

Normally  newly-built  homes  coi 
technology  at  all,  even  if  instaj 
rate  during  construction  of  tl 
it  would  be  relatively  easy, 
home  networks  and  ele( 
at  this  stage.  The  late] 
implement  [13], 
already  moved 

Problemsj^i^^^i  new  de^^HIThd  networks  are  installed 
in  old  buildin|rtha^^^^ny  infrasffuctural  support.  Adding  new 
wiring  c^Mking  char^^fca  the  electrical  network  however  can 
he  va^H^enging  and  el^kive. 

challenges  for  the  smart  home  as  a  platform  for  compat- 
and  integ^»n  of  fundamental  components  involve  the 
of  the  n^H)rked  devices  and  the  robustness  of  the  system 
et&^Mneity  of  devices,  compatibility  and  security  are 
e  process.  Privacy  and  security  are  also  important 
sincedevices  can  access  private  or  otherwise  delicate  infor- 
||  warding  users  and  their  surroundings.  A  smart  home  can 
Te^^ffge  amounts  of  data  related  to  user’s  activities,  personal 
Preferences  and  personal  data  that  could  be  misused  to  endan¬ 
ger  the  privacy  of  the  occupants.  It  is  also  important  to  note  that 
dreless  networks  can  also  be  accessed  from  outside  the  home  and 
that  mobile  devices  can  be  exposed  to  unsecured  foreign  networks 
where  they  might  be  compromised. 

The  requirements  for  a  smart  home  network  are  rather  demand¬ 
ing;  it  has  to  be  reconfigurable,  self-organizing,  dependable,  secure, 
and  consume  minimal  energy.  New  algorithms  for  inter-device  col¬ 
laboration  and  communication  are  needed  and  the  coordination 
between  the  artificial  intelligence  and  reasoning  software  is  also 
difficult  to  implement.  The  smart  home  platform  should  be  eas¬ 
ily  scalable  and  it  should  be  able  to  move  tasks  inside  itself  and 
perform  load  balancing  of  the  network.  Resource  management,  for 
example  locating  all  temperature  sensors  inside  a  room  and  gather¬ 
ing  their  measurements,  is  a  very  important  feature,  especially  for 
more  critical  services,  such  as  alarms  and  environmental  controls. 
Load  balancing  and  fault  tolerance  become  important  when  there 
are  power  outages,  malfunctions  or  network  problems  or  part  of 
the  network  is  not  accessible. 

Compatibility  is  another  major  obstacle  to  the  seamless  integra¬ 
tion  of  devices  and  networks.  Even  with  adapters  and  converters 
some  functionality  might  be  lost  or  altered,  possibly  leading  to 
other  problems.  There  might  never  be  a  universal  general  smart 
home  protocol  for  all  devices  and  this  must  be  considered  when 
smart  homes  are  being  implemented.  In  practice  this  means  that 
a  smart  home  system  has  to  be  able  to  support  a  large  variety  of 
standards  and  there  also  has  to  be  room  for  future  expansion. 

Software  for  the  smart  home  has  to  be  written  differently  to  cur¬ 
rent  standalone  applications.  Smart  home  software  architecture  is 
comprised  of  multiple  embedded  software  components  that  inter¬ 
act  with  each  other  and  the  amount  of  different  modules,  agents 
and  databases  can  be  large.  Writing  software  that  is  open  to  new 
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components  and  that  adapts  to  new  situations  and  anticipates 
behavior  will  be  the  main  challenge  for  the  future. 

Users  of  different  ages  and  from  different  demographics  have 
different  abilities,  desires  and  needs,  and  these  must  all  be  consid¬ 
ered  in  the  smart  home  design  process.  However  many  products 
today  are  not  customizable  to  the  needs  of  individual  users,  being 
designed  for  the  average  user  and  the  mass  market. 

People’s  attitudes  also  differ  with  regard  to  technology  adoption. 
Some,  such  as  early  adopters,  appreciate  having  the  latest  technol¬ 
ogy  in  their  homes  while  others  fear  or  mistrust  anything  new  and 
unfamiliar. 

4.2.  Paradox  of  technology 

The  complexity  of  the  technological  component  in  a  smart  home 
is  directly  proportional  to  the  complexity  of  the  expected  scenarios. 
Functionality  can  be  as  simple  as  turning  lights  off  and  on  using  a 
remote  control  panel,  or  may  be  as  complex  as  determining  what 
mood  an  inhabitant  is  currently  in  and  choosing  the  appropriate 
theme  of  light  and  music  accordingly. 

These  emerging  technologies  are  often  claimed  to  make  our 
life  easier  and  our  interaction  with  devices  and  commodities  more 
intuitive.  To  some  extent,  this  might  be  a  valid  claim.  But  when 
the  number  of  smart  devices  starts  to  grow  gigantically,  users  are 
often  overwhelmed  with  the  many  things  they  need  to  learn  and 
operate.  The  spacious  variety  of  devices  and  functionalities  needed 
in  a  smart  environment  makes  it  difficult  to  integrate  all  control¬ 
ling  terminals  together  into  a  single  terminal.  Especially  given  that 
these  devices  are  often  provided  by  different  manufacturers.  This 
imposes  a  requirement  to  have  at  least  one  controlling  unit  for  each 
set  of  logically  or  physically  connected  devices  making  intq 
more  complex  and  cognitively  demanding. 

User  wants  the  interface  to  know  what  he  wants,  and  to 
about  him.  But  he  also  wants  it  to  do  this  in  a  wav_£hat  doe^l 


include  questions  such  as  how  the  ICT  can  contribute  to  energy 
efficiency  in  a  community  [14],  how  contribute  to  the  optimal  use 
of  renewable  energy,  how  to  control  a  changing  network  topology 
with  a  huge  number  of  energy  providers,  how  to  help  to  establish 
new  energy  services  and  solutions,  or  how  ICT  can  best  contribute 
to  smart  energy  market  places. 

While  even  in  households  (which  are  typically  complex  and 
individualized  environments)  “smart”  ICT  can  often  act  in  the  back¬ 
ground  and  conserve  energy  by  optimizing  and  automating  some 
processes,  further  energy  savings  in  such  environments  require  - 
at  least  to  some  extent  -  the  involvement  of  the  consumer.  This  is 
a  challenge,  since  human  interaction  is  typical lv  regarded  as  a  loss 
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Artificial  Neural  Networks  (ANNs)  can 
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pattern  recognition  where  there  exisj^BKl  dS^^KrainingllTta, 
and  it  appears  that  we  are  able  toJ^Wage  the  ^^Btechno  logy, 
albeit  in  a  different  manner,  user  as  well. 

There  are,  however,  a  number  a^halH^^^such  as  crealing  with 
temporal  based  progressiy^Baining,  beoi^Btraining  data  is  not 
predefined;  the  netwo^^Brained  as  we  go^^^Bvantage  of  using 
an  ANN  is  that  we  ar^^BPto  pij  predictions  for  situations  that 
have  not  been  seen 
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and  safety  are  the  major  concerns  to  users.  Peo- 
about  reliability,  long-term  durability  and 
for  a  long-term  investment  such  as  a  smart 


home  to  repay  itself. 

Consistency  and  predictability  are  also  important  factors  for 
ensuring  smart  home  owners  feel  secure  and  relaxed.  Users  should 
be  able  to  anticipate  the  actions  and  functions  of  their  homes  so  that 
they  feel  comfortable  with  the  various  events  and  activities  tak¬ 
ing  place  around  them.  If  consistency  is  lost,  this  can  lead  to  users 
becoming  frustrated  and  confused,  as  the  application  or  device  is 
not  doing  what  the  users  are  used  to  expect.Integration  issues  of 
smart  homes  in  the  smart  grid 

The  new  role  of  ICT  as  a  more  direct  enabler  of  a  sustainable 
development  gives  rise  to  a  number  of  important  challenges.  These 
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le  present  situatiorT  is  characterized  by  great  uncertainty 
irding  the^Are  direction  of  the  development  of  infrastructure, 
Lees  and  a^Bcations. 

LehoW^We  often  conceptualized  as  smart  homes  in  the 
smal^^^^Braifferent  visions  about  the  future  role  of  households 
dhe  smart  grid  are  part  of  the  discussion. 

Rasing  electricity  demand  requires  either  a  traditional 
rxp!^ion  of  the  electricity  grid  or  investment  in  building  a  smart 
grid. 

The  smart  grid  solution  with  demand  management  differs  from 
the  present  situation  in  which  consumers  are  ‘passive’  or  un¬ 
dynamic  end-receivers  of  electricity,  and  where  the  load  is  adjusted 
according  to  their  consumption  practices  and  patterns.  A  smart  grid 
is  thus  presented  as  both  a  more  efficient  and  inexpensive  solution 
to  the  challenges. 

Implementing  the  smart  grid  vision  is  a  complicated  task  that 
requires  close  cooperation  and  coordination  between  the  different 
private  and  public  actors  and  stakeholders.  The  smart  grid  vision 
still  faces  huge  challenges  in  developing  the  ICT  that  can  create 
dynamic  interaction  between  the  electricity  system  and  consumers 
through  monitoring,  measurement,  control  and  automation  in  the 
grid  and  at  end-users,  not  to  mention  creation  of  new  markets  and 
institutional  structures  [18]. 

One  of  the  core  issues  among  the  stakeholders  with  regard  to 
the  role  of  households  in  the  smart  grid  is  the  question  of  who 
should  manage  consumption  in  order  to  provide  flexibility  -  the 
consumers  themselves,  or  the  electric  companies.  At  each  end  of 
a  continuum,  the  core  idea  is  that  households  either  move  their 
electricity  consumption  themselves,  based  on  a  two-way  commu¬ 
nication  using  for  instance  a  smart  meter  and  economic  incentives 
such  as  real-time  pricing,  or  they  allow  electric  companies  to  man¬ 
age  their  electricity  consumption  and  household  devices  from  a 
distance  based  on  certain  criteria. 

Central  to  this  division  is  whether  the  smart  grid  technologies 
should  take  part  in  visualizing  energy  consumption  or  in  making 
it  invisible  -  should  people  be  expected  to  change  practices,  or 
should  they  ‘feel’  as  little  as  possible  and  continue  everyday  life  as 
usual? 

To  realize  optimized  control  strategies  that  allow  maxi¬ 
mizing  energy  efficiency  and  user  comfort  simultaneously  and 
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automatically,  methods  from  AI  need  to  be  employed.  An  excellent 
means  are  multi-agent  systems  that  inherently  support  distributed 
intelligence  and  collaboration  to  act  towards  defined  goals.  Differ¬ 
ent  agents  are  brought  together  by  an  agent  based  framework  that 
also  embeds  the  intelligent  control  strategies.  Moreover,  it  caters 
for  an  interfacing  with  the  knowledge  base  as  well  as  the  underly¬ 
ing  home  automation  systems.  The  system  should  be  inhabited  by  a 
number  of  specialized  agents  that  are  responsible  of  solving  differ¬ 
ent  problem  aspects.  This  distributed  problem  solving  introduces 
a  considerable  degree  of  agent  autonomy  in  the  system,  but  also 
requires  that  communication  and  data  exchange  among  the  agents 
must  be  supported.  This  is  possible  to  accomplish  using  agent  based 
frameworks.  Within  this  framework,  the  AI  based  intelligent  con¬ 
trol  strategies  should  be  embedded.  They  realize  the  sustainable 
operation  by  constantly  striving  to  perform  an  optimal  mapping 
between  the  current  smart  home  state,  the  given  user  goals  and 
energy  efficiency  [19]. 

The  combined  ontology-based  MAS  approach  is  especially  ben¬ 
eficial  considering  the  encountered  complexity  of  the  involved 
disciplines:  Home  automation,  knowledge  representation  and  pro¬ 
cessing,  AI  and  context  awareness  have  to  be  coupled  in  an 
intelligent  fashion.  The  agent  based  approach  features  cooperative 
problem  solving  in  which  some  or  all  agents  may  take  part.  More¬ 
over  it  provides  means  to  encapsulate  software  parts  that  can  be 
maintained  or  exchanged  independently  and  easily.  This  and  the 
required  communication  infrastructure  are  very  well  modeled  by 
the  agent  paradigm,  while  all  knowledge  on  the  agents’  ecosystem 
is  grounded  in  the  knowledge  base  implemented  as  ontology.  Still, 
a  comprehensive  system  can  only  be  realized  if  a  seamless  integra¬ 
tion  of  the  intelligent  MAS  and  the  knowledge  base  is  pursued.  This 
calls  for  a  thorough  system  specification.  Additionally,  consider 
effort  will  be  devoted  to  the  exact  definition  of  all  interfaces  in 
system. 

A  smart  home  should  offer  something  for  all,  either  inthe  form  ^ 
adaption  or  modularity,  as  the  greatest  advantages 
by  customizing  the  system  to  its  users. 


5.  Conclusions 

The  smart  home  consists  of  a  laj 
many  services,  applications,  equip] 
act  together  in  delivering  the  “int( 


Timely  monitoring  and  control  support  should  also  be  avail¬ 
able.  Providing  information  exactly  when  it  is  needed,  will  be  of 
key  importance  for  business  decisions. 

The  main  focus  of  smart  objects  is  in  coupling  the  physical  and 
virtual  worlds;  they  do  this  via  monitoring  and  control  activities. 

Due  to  high  growth  of  Nanotechnology,  Communication  and 
networking,  Simulation  and  modeling,  Decision  support  and  Enter¬ 
prise  Resource  Planning,  Integration,  etc.,  it  is  expected  that  a  new 
breed  of  appliances,  innovative  services  and  business  applications 
that  we  can  not  anticipate  today,  will  be  possible. 
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